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- Secret: 4-digit PIN
- Side task: ex. “10 distinct random even integers 0—9999”
- Closed-set: ~4-5 PINs (+ optional control)

- Open recovery: search among 10,000 PINs with ~20 independent lists
- Model: Qwen3-8B, also Phi/OLMo for replication

Keyword filters miss
this, the attack needs
many queries and
scoring.

Strong open recovery
needs many samples
(20 lists).

This secret private information can leak to an

attacker without appearing apparent to the user

Semantic Pipeline:

Secret: private fact string (e.g. medical)

Side task: hotel email / constrained essay (not “tell me the secret”)
Same logprob detective among 4-way or large-K (200) candidates
Aggregate evidence across multiple messages

Telling the model “don’t
reveal” does not stop
the secret from shaping
those outputs.

So far open-source
models only, not yet
closed source models.

LLMs are next token predictors. They use the previous context
to predict what is the most likely word to come next
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