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3 Main Takeaways:

Methodology

Introduction

LLMs are next token predictors. They use the previous context 
to predict what is the most likely word to come next

Previous context, influences the LLM’s output generation 
statistically. We try to determine whether a secret can sit in 
context and never appear in the text, but still shift which 
outputs are generated.

Current filters are explicit, they miss statistical fingerprints in 
random lists / emails

Research question: given unrelated outputs and 
same-model likelihoods, can an attacker recover the true 
secret from a candidate set?

Overall Pipeline:

Generate:

Attack:

Numeric Pipeline:

- Secret:  4-digit PIN
- Side task: ex. “10 distinct random even integers 0–9999” 
- Closed-set: ~4–5 PINs (+ optional control)
- Open recovery: search among 10,000 PINs with ~20 independent lists
- Model: Qwen3-8B, also Phi/OLMo for replication

Semantic Pipeline:

- Secret: private fact string (e.g. medical)
- Side task: hotel email / constrained essay (not “tell me the secret”)
- Same logprob detective among 4-way or large-K (200) candidates
- Aggregate evidence across multiple messages
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User

● Open source model
○ Ex: Qwen-3 8B

● Has hidden secret 
information

● Model told not to reveal  
secret information

Attacker

● Knows, and can query, the 
same model

● Access to the model’s 
internal probabilities

● Has a candidate set of 
potential secret information

AI Model: Qwen System Prompt: secret + “do not reveal” Unrelated User Task Model Output

Model Output Filter For Secret Score by P(logprob | Secret Candidate) Predict Secret
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PIN 1: 8650

One Number List

PIN 2: 4583

PIN 3: 5927

PIN 4: 5702

PIN 5: 1047

5 Candidates

65-77% 
Accuracy

L1, L2, L3, …, L20

PIN 1: 8650

Twenty Number Lists

PIN 2: 4583

PIN 3: 5927

PIN 10,000: 9462

10,000 Candidates

50-58% 
Accuracy

… × 10,000

Tested on 3 Models - 7 Way Test:

- Phi-3.5-mini (59%)
- OLMo-2-7B (44%)

(generation and recovery needs the same model)

Numeric

Adding Gaussian noise to logits at decode time 
mitigates. Experiment is among 10k candidates:

- When σ = 0: 3/6 recovered
- When σ = 2: 0/6 recovered

Professor Email

Health

One email

Housing

Family

Immigration

4 Candidates

50% 
Accuracy

Email, essay, message 

Health

Twenty Samples

Housing

Family

4 Candidates

89% 
Accuracy

Semantic

Immigration

Essay 1, Essay 2, …

Health

Ten Essays

Housing

Family

200 Candidates

67% 
Accuracy

Immigration

… × 200

Paraphrasing (ex: “type 2 diabetes” → “diabetes 
mellitus”) secret in a 4 way:

- Still 63% accuracy
- Base accuracy is 79%, chance is 25%

When increasing constraints placed on the 
generated output, the accuracy increases:

- Emails: 39%
- Free writing: 66% 
- Constrained essay: 80%

3 Main Limitations:

00With same model and 
logprobs, secrets in 

context are often 
recoverable from 
unrelated outputs.

Telling the model “don’t 
reveal” does not stop 

the secret from shaping 
those outputs.

Keyword filters miss 
this, the attack needs 

many queries and 
scoring.

Requires same model 
and logprobs.

Strong open recovery 
needs many samples 

(20 lists).

So far open-source 
models only, not yet 

closed source models.

Track 1: More realistic attacker

Track 2: Closed source models

Track 3: Stronger defenses

Track 4: Hyperparameter variability

As AI use increases, so is our comfortability with handing it 
private information

Personal 
information 

directly 
provided

Personalized 
intelligence and 

built memory

Access provided 
to certain tools 

(email, browser, 
etc.)

This secret private information can leak to an 
attacker without appearing apparent to the user 
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